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hwjwuwpwagnp  ppwywpwbwluwl md: Unyt wwpdwbwgph N1, N2, N3 L N4 hwbpjwdibpp
hwinhuwbnd B wwpdwbwgph wipwdwlbh dwup, jmpwpwbgmp andht opdad £ uwpdwtwgph dbly
ophtiwly:

7.7 Unyt wwydwbwagphg dwquwéd Ynndh Jéwnuht wwpuwynpnygniup sh upnn nunwpb wy
wwjdwbwgphg dwagwd' hwlhpunnbd wwpnwdnpogewt hwadwigny, wnwtg Yondbph gpudnp b Yuhpny
hwurnwnwd  hwdwswunewu:  Unyu wwpdwbwgphg  dwqwd  wwhwigh  hpwdniipp sh - Lwpnn
thnfuwgyby wyp whdh, wnwbg wwpnwww Yondh gpudnp hwdwédwynpuwi:




7.8 Unyb wywjdwuwgph tljuwndwdp Yhpwndnud £ Cwywutnwh Lwupwwbinnuyewb hpuynipp:

8. unrsrn cuussiuere, PULY4USPL Jdudsrumusvuuuerc bu
usnrusrnrE3nNrLLENE

mMUusSdbrusnk yusurnn
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dwdlpgpm| qldwl wuydwbigph

StEhuLhLULUL PLAR USSP -G LU UL JUUULULWUSNR3S

v dtinppbipynn Dwnwjnipjwl Uljwpwghp L
Uln]wtinud Uwyuwuwnlpnn hudwljupg Lljwpughpp
1 Server HYP1 Windows Server 2012 Physical
Server HYP2 Windows Server 2012 Physical
3 Server Domain Windows Server 2012 Virtual
Controllerl
4 Server Domain Windows Server 2012 Virtual
Controller2
5 Remote Desktop Windows Server 2012 Virtual
serverl
b Remote Desktop Windows Server 2012 Virtual
Server2
7 Remote Desktop Windows Server 2012 Virtual
' Server3
| ‘8 Windows Update  Windows Server 2012 Virtual
Server
9 System Center Windows Server 2012/ System Center 2012 Physical
Server Configuration Manager
10 SQL server Windows Server 2008 R2 / SQL Server 2008 R2 Physical
| 11 Backup Server Windows Server 2008 R2/ DPM System Center Physical
2012
12 WEB Server Windows Server 2008 R2 Physical
13 Proxy Server Linux/ Kerio Control 8.4.2 Physical
14 Mail Server Windows Server 2008 R2/ Mdaemon Mail Server  Virtual

Yuunwpynn woliwwnwbpukph wkpuhjwlwb pinipugptp
Servers/Systems Management and Support Description

1. System/Servers Administration / Zunfwljupgh/Ukm]kputiph
Yuwnmujupmd

1.1 Install new servers (upgrade existing) and configure hardware, peripherals, services,
settings, directories, storage, etc. in accordance with standards and project/operational
requirements.

Lnp Ukp)Ephitph spugpuyhlt wyuwhnjuwb mknunpnud (inkpunpjubsubph |
puplugmu) b vwppuynpindubph, odwinuly gmbgw s thgngubiph ,
ubkp]hutitph, Jupqupbpnudubph, Yphsubtph b wyb jupguygnpoudubp
hunfwdw)in mnwbmupunbkph b dpugpuyht gnpdwptuljub yuhwbebbiph:
1.2 Develop and maintain installation and configuration procedures.

Sknunpwh b upqunnpldwb pipuguljupgtph dpwlnud b ywhujwind:
1.3 Configure/upgrade Storage Systems based on company requirements.
Unphstitiph hundwljwupgliph upquynpnid b pupdwgnud hudwdungh

&




pluljipnpyuh ywhwbelbph:

2. Operations and Support Anpdwnumpmb b wewljgn pinih

2.1 Perform daily system monitoring, verifying the integrity and availability of all
hardware, server resources, systems and key processes, reviewing system and
application logs, and verifying completion of scheduled jobs such as backups.
Zunfwljupgh opwljwb tnbhwinphlg, popnp uwppujnpmdibph, ubkpbpughl
nhumpubbph, hundwljwpgliph b upbnpugngb wypngtiuubph
huniwyunuwuiwbinipui b hwuwbibihnoput vinnugnod, hudwljuipgh b
dpugnbph gpubgmutbph unnigmad, hiyyku wb ujwbugnpfws
wohiwnwbiptiiph (ophtiwly” wphthywgdul) unwpduh uwinnignud:

2.2 Perform regular security monitoring to identify any possible intrusions.
Uln]unwbigmpjul ulintiun]np dnhl‘lmnplﬂlq‘ guijugud hupun|np
ukphnudnudubipp hwpnbwphpline uyuwmalym]

2.3 Create. change, and delete user accounts per request.

Oguuntipbph unbndnud, thmhnpumy b hknwgnd’ puwn wywhwboh:
2.4 Repair and recover systems from hardware or software failures.

Zudwljupgbph Opwgpuyght Jhpulwiqinud vwppuynpnudttph Jud
spugpblph puhwtidwb ghuyypnod:
3. Maintenance Uujuwuwplniu

3.1 Apply OS patches and upgrades on a regular basis, and upgrade administrative tools
and utilities. Configure / add new services as necessary.

Oujbipwghnt hwdwljupgh jpugnudubph b pupdwgmdbbph jubnbu]np
Yhpwpnud b Jupswljut gnpshpubiph pupdwgnud: Unp ubkplhubbph
Yupqunpmud b unfbpugnid pun withpudbonnppub

3.2 Maintain operational, configuration, or other procedures.

SGnpduntwljui, rupqudnplub b wy) phpwguljupgbph yuwhuywimed

3.3 Perform ongoing performance tuning, hardware upgrades, and resource optimization
as required.

Zudwljupgh wphnuwnwbiph phpwghly jupgqunpmd, vuppun]npmdubph
pupdwgnud, nkunipuliiph oupuniwugnud’ npuwn wuwhwbeh

Systems List/ Swlily

High Available two node Hyper-V Cluster on Windows Server 2012
Domain Controllers [Primary, Secondary)
Failover DHCP Servers
Two DNS Servers
Kerio Control Firewall
System Center Configuration Manager 2012 R2
System Center Data Protection Manager 2012 R2
Antivirus Server (Forefront Endpoint Protection)
Windows Update Server (WSUS)
. File and Print Servers
. Remote Desktop Servers (3-4)
. 1C Server (Windows server 2008 R2 , M5 SQL Server 2008R2 )
. Mail Server (Mdaemon)
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14. Web Server 2008R2 (Apache, Mysql)
15. Three application Servers(Mobitowebe, Commercial Software, Call Center
Software, Web App)

Servers/Devices List/ Swll

1. HP Proliant DL360P GEN& (Windows Server 2012 Installed _
1.1 AW-DCO1
1.2 AW-RDS01 Windows Server 2012 (50 Users)
1.3 AW-RDS03 Windows Server 2012 (70 Users)
1.4 AW-W5US Windws Server 2012 (330 Users)
2. HP Proliant DL360P GEN8 (Windows Server 2012 Installed _
2.1 AW-DCO2
2.2 AW-SCCMO1 Wndows Server 2012 (300 Users)
2.3 AW-RD504 Windows Server 2012 (100 Users)
2.4 AW-Headoffice.Mail Windows 7 (MDaeman)
HP Storage P2000
HP Switch 2620-48 (manageable)
One SuperMicro X8DTL (SQL Server) Windows Server 2008 R2 Installed _
HP ProLiant ML 350 G6 (Data Protection Manager) Windows Server 2008 R2
HP ProLiant ML110 G2 (Web Server) Windows Server 2008 R2
HP ProLiant ML 310e V2 (Mobitowebe) Windows Server 2012
One SuperMicro X9SCL/X9SCM (Scada Software) Windows Server 2008 R2
10. Gigabyte Technologies Intel Core 17, Raid, HDD 500, 8 Ram Kerio Control
Linux (200 Users)
Required Qualifications:/ Npuljun]npulwb suhwithoubp

0. P e s

- Strong working knowledge of virtualization technologies products (Hyper-V,
ESXi)

- Strong knowledge of network infrastructure operations;

- Experience with high availability systems and storage solutions
- Strong knowledge of AD, DHCP, DNS, RDS, FPS, II5; f
- Strong knowledge and working experience to work HP Storage systems and
Servers

- At least 5-year experience with Windows Servers Systems (2008R2, 2012)

- SQL Server 2008R2/2012 Administration skills |
- Strong knowledge and working experience with System Center 2012 R2
| Products (SCCM, DPM, and 5COM)
- MSCA Certification
- Work experience with firewall devices
- Strong knowledge of LAN/ WAN networks

- Antivirus protection management skills

- Team working skills

- Strong Troubleshooting skills




| The executor should have the following qualifications certificates
Yumupnnp wupuughp yhnp £ odikbw hknbjong npuljun]npnodi hwonuwnnng
| ubkpunhbhluunbpp
| Windows Server 2012 Certification MCSA or higher
2 Networks related certificates : Cisco CCNA or other equales

Twnwnipjwl dwnmgdwl dwdlnp hnpdwp-nElumEdptp 20155.

Ubhgpp 20.02.2015 wywnwnp 30.12.2015
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2.

<< unimiigh uinputimip>>Us 1 nbdu Culyprypjwl nbepbt — jwih, npp gapdnud £ Culbpnuzwl
Gubntwnpnypjw hhdwt Jpw' (wjunthbnle Culipnigniu), unyuny dhwlnndwip uwhdwunad £ hunlyuwy
winidwbph hwdwdwjuniyzmp.

1. CUUUQU3LNkrE@SUL Unuruuy

1.1 Zwyph wnutny, np Culjpm@gnip Jwubtwlgmd b <<mungppuamp wbigpmsp™> (wjunthbwn’
<<Muwwnppwinne==) Ynndhg Guguwyeruyuwd’ <<ausu wnupuh s> tbnpphplwl <<-—PLOIR—/-— ==
dwdlwgpny pwg pupwgwwpght (wyunthwnl' pbipwgwlwpg), whnp £ ubiplywjwgbih hwjnh wwwhnynud
L pupwgwlwpghl Jwubwlgbing plunn wwpunwynpnygmbph wwnws [wwnwpnudt wujwhnygGm
ywinwlny Culylipnigpniup uwhdwlinud £ hp hbunlyw| wwinwufuwbiwmnyngnip.

1.1.1 <<mumnippusnnc>- Ynndhg Guquwlbpuyuwd <<quun wnoptugh whdulng™> dbnppbpdwl <<—

POGIP—/— >> Swdlwgpny pupwgwlwpght Culbpnizwl dwutiwlgbing plunn’ qunwibph Jwuht €€
optiuunpnyejwip L pug pupwgwlwngh hpwitpnyg uwhdwtidwd wwpunwdnpnyniuubnh syunwpdwt
Lund ng wywingwé Gunwpdwt nhiypnad Culjpngnitp Muwwnyhpwnnitht Jewpnd £ ondwup
AT i e } €€ npuwidp swidhny;:
1.1.2 < muunppann>>-U ipWYnilp niup Cuybpnupiwt Ynndhg unyt hwdwdwungwb 1.1.1 Yanna
updwd wwpunwdnpnyggniubph syunwpdwt Gud ng wwinpwé Yunwpdwl nypnd tpdwd gnudwph
quididwl wwhwbg ubplwywgul) CulEpnpwp, npli Culbpnueniup wlbpwwwhnpbl Yyuwnunh Lnfwils
wwhwlg unwuwint opywiihg 5 puwtiluyht opduw pupwgpnul:

L3 Culbpnyenuut hpwyniup | Jbpwwywhnd <Lmpunppuarn> >, WWLG bwhubwljwl wwhwlg
ubplywjwgutiny,  wiyhébh U wbwnwpliih Yupgny gqwudl]  hwdwwwowofuwl - gnudp, unyl
hwdwawumpuwu 1.1.1 Yhannud tagwd gnuwwph uwhdwittpnud, Culbpnuyzqwip uuuwpynn, <<y pupun
kRl kR R pwilynd Gud Culjbpryspuwin uwwuwpynn guwlljwgwd wy pwulmd pugywd’
Culybpnyejwl gwtlwgwd  hwayhg: Unyuny <<iuuign st >0 hubiGliw puwpnl £ <<pypnmppuitn vupsipion
st wieundg>  PWULRL,  hugwbu Lwl hpbt uywuwplynn prap publybpht,  unyl hwdwdwunwl
gnpdnnnipiwl wdpnng dwdliinh pURpWRNW << mumg i i wnweht huly wwhwbgny L hEunwguw
pninn wwhwgubpny wnidwuph dwuhl uny hwdwawumpwi hhdwy gow Culjipnypjwt putiwipu
hwshubphg wuwlgbuwn (widhétih) Yupgny quwdt) wwhwbgnn gnulwpp:

2. USL musuvuuuer
2.1 Snidwlph unyt hwdw&wjunyginiut mdh dbg £ dinunw Culybpryeqwt Ynndhg uinnpugpuwi b
Lupdwlu wwhhg L Juybp £ dhtsh Opbupht hwdwuwinwufuwl wwjdwbwgph Yupnup, Uwulwygh
Yynnuhg hwjh htin Ytpgubp, hwpnh dbpdnudp ud unyl pupwgwljwngp shwjwgwd hwpnwpwpybp:

2.2 Unyt hwdwdwjinniip sh Jupnn Junuwdwdybn nunwpby, Culibpogew ynrndhg hbwn
Guwibist|tsg, thrtpnfuyly Gud wy Yapwy nunwpbi Wwbg <<numgpums sumip>>-0 apudnn husdwawjunua)wl:

2.3 Unyt Cwdwdwnpul Guwwygnpjudp dwqwd Jkétipp jndynud B puitiwlgnie niiinh
dhengny: Cwdwdwunyzniu dknp sphiptjnt nbwpnud JE6kpp (mdynud BU nuinwljub fupgny:

Culybpnyejwl hwugbt, puwtljwht Judbpweywjdwitbpp
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