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«lwjwunnwuh  Lwiupwwbinnggjwt  junwdwpnigjwt - wpfuwnwlywgd»  whnwywu  YJunwywpswlywu
hhduwpyp, h ntidu gnpdtiph Ywnwywnphs ¢ RPhgupwuh, npp gnpdnwd £ << Yunwywpnigjwt wpuwwnwlwqdh
Ywunuwnpnypjwu hpdwu Ypw (wjunthbn' Mwindhpwwnnt), dp Ynndhg, b « _____» __-U" h nbdu wnuopbu
____h, npp gnpdnwd £ puybpnipjwu Yuwunuwnpniygjwu hpdwu dpw (wyunthbn' Ywnwpnn), djnw Ynndhg
(wyunthbwn' Ynndbp), Yupbght unyu wwydwuwghpp hGnlywih dwup.

1. MUV ULUG P UNUPLUL

1.1, Mwwnyphpwwnntt hwuduwpwpnud k, pul Ywwnwpnnp unwudunwd § hwdwlywpgswiht hwywyhpnwwhu
U wunwugnipjuu dpwgnptiph wpwnuwgnptph hbn Juwjwd dwnwnigintuutinh dwnnigdwt ywpwnwynpnyejniup
(wyunthbwnl' CSwnwynieniu)’ hwdwdwju unyu wwjdwuwgph wupwdwubh Jwup Ywugdnn N 1 hwybwsény
uwhdwujwd Skjuuhywywu punypwaghp- quiwt dwdwuwywgnygh wwhwugubiph:

1.2 Swnwjnieyniup dwwnnigynud £ unyt wwydwuwgph N 1 hwybwony uwhdwujws Skuuhyulwu
puntpwahp-qudwt dwdwuwywgnyght hwdwwwwnwujuwt b uwhdwujwsd dwdybnubipny:

2.unuesrp brudnhLLere 64 nursuyuvnh@3nruLere

2.1 Mwwyppwwnntu hppwyniup niup’

2.1.1 Swulwgwsd dwdwuwy unnigb] Ywwnwpnnh Ynndhg dwwnnigynn Swnwjnygjwu puepwgpp W npwyp’
wnwug dhowdwnbnt Ywwnwnpnnh gnpdniubinigwup.

2.1.2 Gpb dwuwnigytb) £ unyu wwydwuwgph N 1 hwybqwoénd upqwd Stiuuhlwlywu puniewghp-gudwu
dwdwuwywgnyght shwdwwwwnwufuwunn Swnwjnie|nLu.

w) 2punniub Swnwynipiniup' hp hwjtignnnipjwdp uwhdwubiny wuwywwnwsd npwyh Swnwynygyntup unyu
wwydwuwgpht hwdwwwwnwufuwunn Swnwjniejwdp wiuhwwnnyg thnfuwphudwt nnowdhn dwdltinn b wwhwugki
Ywuwiwpnnhg Jéwpbint unyu wywydwuwgph 5.2 Ynnd twfuwwnbugws nniquupp, huswybu twl 5.3 Ytwnny
uwfuwnbuywsd nnydn.

p) <pwdwnyb) unyu wwydwuwghpp Ywnwpbiing b wwhwuek ypwnwpédubiint Swnwjnigjwu hwdwn
Jéwpjws gnudwpp b wwhweol] Ywwwpnnhg Jéwpbint unyu wwjdwuwagnph 5.2 Ytwnd vwfuwwnbiudwsd
wnwqwupp.

2.1.3 Uhwynniwuh |ndt unyt wwjdwuwghpp, bGeb Ywwwpnnu  bwlwunpbt  fuwfuwnb, £ unyu
wwydwuwghpp: Ywwnwpnnh Ynndhg wwjdwuwghpp fuwfunbiu fwlwu b hwdwpdnd, beb'

w) dwwnigwd Dwnwjniejniup sh hwdwwwwwufuwund  unyu  wwydwuwgph N 1 hwdbwdny
uwhdwuywd wwhwugubiphu,

p) fuwfuinydti £ Swnwynigjwu dwnnigdwt dwdybinp:

2.2 Mwwnyppwwnit ywpwnwynp £

2.2.1 Puuwnyby L punnubp Skuuhyulwu punipwghp-qudwu dwdwuwlwgnyght  hwdwuwwwnwufuwu
dwwnnigqwd Swnwyniejwu wpryniupp, huly Swnwjniejwu wpryntupnid phpnugniuubp hwynuwpbpbine nbwpbpnud®
wyn dwuht wuhwwwn gpwynp hwyinubip Ywwnwpnnh:

2.2.2 Swnwjnipjwu wpryniupt punnitiine nbwpnud Ywwnwpnnhu Jéwnb ytipshuhu Jéwpdwu Gupwlyw
gnwwnubipp, huy dwdybnp fuwundwu nbwpnu* uwl unyt wwydwuwgphp 5.5 YEwnny uwfuwnbujws nnydp:

2.3 Ywuwwpnnu ppwyniup niup’

2.3.1 Mwuwnyhpwinnithg wwhwueby Yyéwnbint hpbiu Jéwpdwu Gupwyw gndwnubipp, hul Mwnyhpwnnth
Ynndhg unytu wwjdwuwagph 4.2 Yennwd upwd dwdlybnh fuwfundwu nbwpnd twl unyt wywydwuwgph 5.5
ytiinny vwjuwwnbujwsd wnnydp:

2.4 Ywwwpnnp ywpunwynp £



241 Unyu wwpdwuwgpp N 1 hwybwény vwhdwiujwd wwjdwuubpny wwwhnylip Ownwjniejwu
dwwnignidp' nEywywpybiny gnpdnn opGuunpnejwdp:

2.4.2 Unyu wwjdwuwgpny twfuwwnmbujwd nbwpbipnud Jéwnb| unyt wywjdwuwgph 5.2 b 5.3 Ytwbpny
uwfuwwnbuywsd nnydp b inniquitipp:

2.4.3 Unyu wwjdwuwgph Ywwwpdwt (Ywujuwdbéwph) wwwhnddwu gnpdnnnigjwt  pupwgpnid
(ndwndwu Ywd uvtwulwgdwu gnpdptpwg ulbubiint nbwpnd npw dwuht twhiwwbu gpwynp  wnbntlugub
Muwuwnyhpwwnnthu:

3. DUMU3NhE3UL <ULALUUL b4 LLHNMLU UL bUree

3.1 Mwypdwuwgpp Ywd npw dh dwuph Yuwwpdwt wpryniupubp punpniugnd Gt Mwwnghpwnnth b
LYwwnwpnnh dholt hwududwu-punniudwl wpdwuwgpniejwu (wjunthbn' wpdwuwgpninit) unnpugnpdwdp:

YUwwnwpnnp  Swnwjnypjwt  dwwinigdwt  wjwpwunpg  Gpynt wofuwnwupwiht opdw  pupwgpnid
Muwunyhpwwntht £ hwusunud dwnnigywd Swnwjnyzjwt dwuht hp Ynndhg unnpugpywsd hwududwu-punniudwu
wpdwuwgnnijwu tpyne ophiwy (Cwybiiwsd N 3):

3.2 Updwuwgpnyeniut unnpugpynud t, Geb dwwnigwd Swnwjniginiup  hwdwwwwnwufuwund
wwjdwuwgpph wwjdwuubpht: <wywnwy nbwpnd wwyjdwuwgpp Ywd npw dh dwup Juumwpdwu wpnyniupubpp
sbGU punniuynud, wpdwuwgpnieiniu sh unmnpwgpynd b Mwnyhpwnn®

w) hwpgh Ywpquynpdwtu hwdwp dGnuwpynd £ udwu  hpwyhdwyh hwdwp unytu wwydwuwgpny
uwfuwwnbuywd dhongubipp.

p) Ywwwpnnh twwndwdp Yppwnnd £ ounytu wywydwiwgpny twfuwnbujwd ywnwufuwtwnyniejwi
dhongutip:

3.3 Mwwnyhpwwnnit hwududwu-punniudwt wpdwwgpnyeniup unwuwnt ywhhg tnwutopjw dwdytinnid
Ywuwwpnnht £ ubipyuywgund hp Ynndhg unnpugpywd hwududwu-punniudwt wpdwuwgnpnyjwu dby ophuwyp
Ywd Swnwjnieyniup spunniubint ywwnbwnwpwujwd dbpdnudp:

4. MU3vuULUSrph ahLL

4.1. Unyt wwyjdwuwgpny Ywunwpnnh dwwnnigdwt Gupwlyw Swnwjnyejwt punhwunyp ghup Yugdnd £

( tnwnbipny ) << npwd, ubpwnjw) UUL-U: SGhup ubpwnnd |
Ywwwpnnh Ynndhg ppwlwuwgynn pninp dwiuubpp' wyn pyYntd hwplbpp, wnipptipp b << opbunpniejwdp
uwhdwujwd wy) Ydwnubpp:

Ownwjniejwu dwwnnigdwu ghup Yuynu £ U Ywwnwpnntu ppwydniup sniuh wwhwtekp wybjwugubing, huy
Muwunyhpwwntt bjwgbigubiint wyn ghup:

4.2 Mwwnyhpwwnniu hpbu dwnnigwd Swnwjniejwu nhdwg Jéwpnud § wulwufupy' npwdwlwu dhongubipp
Ywunwpnnh hwdwpluiht hwdht thnfuwugbine dhongny: “pwdwlwu dhongubiph thnfuwugnudp Yuwnwpynud £
hwuddwu-punniudwyu  wpdwuwgpnuygwu  hpdwu  Jpw' unyu wwydwuwgph N 2 hwybwsdny uwhdwudwsd
Jéwpdwu dwdwuwlywgnygny twiuwwbujwd wdund (Gl wpdwuwagpnieiniup Yuqdynd £ ndjw) wdudw 20-hg
htwunn, www Jéwpnwt  hpwlwuwgynd £ 20 pwulwihu opjw pupwgpnwd), puwyg ns  wybh  nduy
dwdwuwywhwinjwsdh hwdwp twfuwnbujwd gnidwph swihhg: Grb punnijwd Swnwjnipjwu nhdwg Yybwnpbint
hwdwp Jéwpdwt dwdwuwlwgnygny twjuwwnbujwsd dhongubipp s6U pwdwpwpnud, www Jbwpnidp, unyu Yhunh
wwydwutbpny, hpwywuwgynw £ wju wdunwd, npnud npuwdwlwu dhongubipp bwfuwnbudwsd bu, uwlwju ny nw
pwt 2015p. ntywbdptinh 25-p:

5. un1UtGrr MusuUuuLusydnh@3nNhLe

51 Ywwwpnnp wwuwwufuwuwwnynggniu £ Ypnd - Swnwynypjwy dwnngdwt'  unyu - wwydwuwgph
wwhwuoubph wwhwwudwu hwdwp:

5.2 Unyu wwydwuwgph N 1 hwybwsénd upwd Skfuuhywlwtu punipwghp-qudwt dwdwuwlwgnyght
shwdwwwwwufuwunn Swnwnieiniu Jwwnnigbint jnipwpwugnip nbwpnd Ywwnwpnnhg quudynud £ wniqwup’
unyu wwjdwuwgnh 4.1 Ynnw vwjuwwnbiudwsd gnidwph 0,5 (gpn wdpnng hpug tnwuunpnwyw) wnnlynup swithny:

5.3 Unyt wwjdwuwagnpny twhuwwbuws Swnwjnipjut dwwnngdwt dwdybwnp  fuwfunbine nbwpnid
Ywwwpnnhg jnipwpwtgnp npwgywd opdw  hwdwp quwudynd £ wnyd' dwwnigdwt  Gupwlw, uwlwju
sdwunnigywd Swnwjniejwu quh 0,05 (qpn wdpnng hhug hwpjnipbppnpnwlwt) wnynuh swithny:

5.4 Unyu wwpdwuwgph 5.2 L 5.3 Yytwnbpny vwpuwwnbujwsd wnniquupp b wnydp hwoqupyynd b
hwywugynid GU Swnwjniyeynit dwwnnigbnt wpryniupnid Ywnwpnnht Jéwpdwu Gupwlyw gnidwpubiph hbw:



5.5 Mwuwnyhpwwnnth Ynndhg unyu wwydwuwgph 4.2 Ywny twfuwnbuwsd dwdlybnp fuwtundwi nbiwpnid
Muwuwnyhpwwnth ywndwdp jnipupwtsinp nwgywd opdw hwdwnp hwodwpyynw £ wnyd* Jdwpdwu Gupwlw,
uwlwju sydwpyws gnidwph 0,05 (gpn wdpnng hpug hwpyniptippnpnwyw) wnynup swithny:

5.6 Unyu wwpdwuwgpny stwjuwwnbujwsé nbwptipnd  Ynndbpu  hpbug  wwpunwynpnie)niutbipp
sqwunwipbnt Yud ng ywwnywé Yuwnwpbint hwdwp ywwnwuuwtwwnynygjwu G Gupwnpyynwd << opbuunpnipjwudp
uwhdwuywd Yunpgny:

5.7 Snydbpp UL (Ywd) wnquwuph Jéwpnwp Ynndbpht  sh wquwnd  hpbug  wwjdwuwgpwhu
wwpunwynpnieniutbipp |phy Ywwnwpbnig:

6. ULLUFULUNELP Nhdh URTESNRE3NKL (SNrU-UUDNC)

Unyu  wwpdwuwgpny U unyt  wwydwuwgph  hhdwt  Jpw  Yupjwd  Lwdwdwjuwagpbipny
wwpunwynpnieniuubpt wdpnnonigjwdp wd  dwutwyhnpbu  swwwpbine hwdwp Ynndbpt wquwngnud  Gu
wwwnwufuwuwwnynipniuhg, tiph nw tink) & wuhwnewhwpbh nidh wanbignigjwu htnbwupny, npp dwaqb) £ unyu
wwjdwuwghpp Yupbing htwn, W npp Ynndbpp skhu Yupnn Yuufuwwnbub) Yud  Ywufuwpgbti; Wnwhup
hpwyhbwlyutn Gu Gpypwowndp, ophtintinp, hpnbhp, wwwbpwgdp, nwqiwlwu L wpunwlwnpg npnyeniu
hwjwrnwpwnbip, pwnwpwlwu hngnwdubipp, gnpdwnniutipp, hwnnpnwygnyejwt  dhongubiph  wfuwwnwuph
nwnwnpbgnuip, wbwnwlwtu dwpdhuubph wynbpp W wyu, npnup wuhtwpht U nupdunWd unytu wwydwuwgpny
wwpunwynpnipniuubiph Yuwwpnuip: et wpnmwywnpg ndh wgnbignyeiniup swpniuwyynd £ 3 (Gpkp) wduhg
wybh, www Ynndbphg jnipwpwtginipu hpwyniup niuh ndt] wwjdwuwghpp' wyn Jwuht bwjuwwbu nbnwy
wwhbny dintu Ynndpu:

7. USL mu3uvuuikr

7.1 Unyu wwydwuwghpu nidh dbg £ dinunwd Ynndtiph unnpwgpdwu wwhhg b gnpdnud £ dhusl Ynndbph
unyu wwydwuwgpny unwuduwd wwpuwynpnuegintuubinh nng dwywny Ywwnwnnidp:

7.2 Wu nbwpnud, bpp <<Qunwiubiph dwuht>> << opbupny twfuwwnbujwsd Ywpgny qunwiubph dwuht
Cwjwuwnwuh Lwupwwbinnipjwu optiuunpnipjwt wwhwusubiph Ywwwpdwt ujwwndwdp huynnnipjwu W (Ywd)
Ytpwhuynnnigjw Ywd pnnnpubiph plunyejwu wpryniupnwd wpdwuwgnpynuwd k, np qudwu gnpdpupwgnid, dhush
wwydwuwgpp Yupnwip, Ywwnwpnnp ubipluywgnpty £ Ybnd thwuwmwenebp (ntnGynyejniuutp bW wndjwyutp), Yuwd
YUwuwwpnnht  hwnpenn  Gwuwskint  (puwnpbny)  Jdwupht npnnudp sh hwdwwwwnwufuwunwd <wjwunwtp
Lwupwwbnnigjwu opbitunpnipjwup, www wyn hhdpbpu h hwjwn quing hbinn Mwwnyhpwwnniu ppwyniup niup
dhwynndwuhnptu ndtint wwydwuwghpp, Geb wpdwuwgnjwd fuwfunnwiubpp dhush wwydwuwagnph Yupnwip
hwjinup (hubipnt nbwpnd qunwiubiph dwuht <wjwunwuh <wupwwbinnyejwu optuunpniejwu hwdwdwju hhdp
Yhwunhuwtwiht  wwjdwuwghpp  shupbint  hwdwp: Cun npnud, Muwwndhpwwns sh Ypnd - wywydwwgnph
dhwynndwuh nddwu hbnbwupny Ywnwpnnh hwdwp wnwewgnn Juwuubph Ywd pwg pnnujwd ognunh nhulyp,
huy Ywuwwpnnp  wwpuwynp £ <wywunwiup <wupwwbnnyejuu  opbuunpnuygjuwdp  uwhdwujwd  Ywpgny
thnfuhwwnigh hp dbinpny Mwwnydhpwwinth Ypwd Juwuubint wyt dwlwiny, npp sh dwdyynid dhusle (ndnwdp qudwi
wwjdwuwgpph Yuwwnwpdwdp Mwunyhpwnnth unwgwdny:

7.3 Unyu wwjdwuwagnpnud thnthnfunieyniutbp W (pwgnwiutip Ywupnn Gu Yuwwpdtp dhwyu Ynndbph
¢hnfuwnwpd  hwdwdwjunypjudp' hwdwdwjuwghp Yupbint dhongny, npp Yhwunhuwuw unytu  wwjdwuwagnph
wupwdwubh dwup:

Unyu wuwydwuwaghpp sh Yupnn thnthnfudly Ynndbph  wwpuwynpnigyniiubph dwutwyh  sunwpdwu
htwnlwupny Ywd wdpnnontpjwdp (ndyb Ynndbph hnfuwnwnd hwdwdwjunygyudp' pwgwnnipjwdp’

1) <wjwunwup <wupwwbwnyejwu optuunpniejwdp uwhdwujwd Ywpgny wndjwy qunudp Yuwmwpbint
hwdwp wuhpwdbon Shuwtuwywu hwnlywgnuubiph ujugbigdwu nbwpbiph: Cun npnud, wwjdwuwgnph Ynndbiph
wwpunwynpnyeniuubph  dwutwyh  syuwwnwpdwt ud - wdpnnonipjudp  nwddwu - Ynndbph  thnfuwnwpé
hwdwdwjunigniut wuhpwdtigm £ abnp pbipkp bwfupwt <wjwunwuh <wiupwwbinnyejwt  optuunpniejwdp
uwhdwujwd Yuwpgny wdjw; qundp  Ywwwpbint  hwdwp  wuhpwdbon - huwtvwlwu  hwwnlwgnwubiph
ujwgbignudp:

2) unyu wwjdwuwagpny twfuwwnbujwd Swnwjniejwu oniyuwjwlwu qubph wybih pwu puwt wnnynuny
thnthntudwu  nbwpbph: Cniuwywywu qubpp Ynpnpdtit bW npwug  thnthnfuneiniup  Yquwhwwndh  bwiuwwbu
hwdwdwjubgytiny <wjwuwnwuh <wupwwbnngyuwu  phuwtutbph bwjuwpwpnigjwu  hbwn, npp ybpwpbppwg
Yyupyh |pwgnighy hwdwéwuwghp:

Upgbynud £ unytu wwydwuwgpnid Yuwnwpb) wjuwhup thnthnfunigyniuubn, npnup hwugbigunud Gu quynn
Ownwjniejwu Swywubph Ywd &bnp pbpynn qudwu wnwplywutiph dhwynph quh Ywd wwjdwuwgnph qup
wphbunwlwu thnhnfudwu:



Muwjdwuwagnph Ynndbiphg wulwiu gnpdntitbpp  wanbgniyejuwdp  wwyjdwuwgph  thnthnfudwtu  nbiwpbpp
uwhdwunw £ <wjwunwuph <wupwwbnnygjwi Yunwywnpniegyniup:

Greb gnpdwlwiniejwu dhongny hpwlywuwgynid £ wwjdwuwgph wybih pwu puwuhhug winynup, wwyw'

1) wwjdwuwagph Yuwwwpdwt pupwgpnud gnpdwlwih thnihnfunyegniut hpwlywuwgynd £ Mwwndhpwinnth
hwdwdwjuntjwdp.

2) Ywwwpnnu £ ywwnwufuwtuwwnyniegyntu Ypnw gnpdwlywih ywpuwynpnegyniuutph hwdwnp:

Swnwjniejwu dwwnnigdwu dwdybwp Ywpnn § Gplwpwagyt dhush wyn dwdlybnp pwtwip wywjdwuwagpp
Ynndp  wnwowpyngjwu  wnwinygjwu nbwpnd' wwydwuny, np' Mwwndhpwinnth dnin sh Jbpwgh] qudwu
wnwplwih ogunwgnpddwu wwhwugp.

7.5 Unyu Muwpdwuwgph wwwnpwd Yuwuwpdwtu  wwpdwuubpnd  Ynndepp  (Ywnwpnn b (Yud)
Muwunyhpwwnnt) ognunubipp (futwynnnugyniuutin) b (Ywd) Ypwsd Juwuubipp i Ynndh ognunp Yud Ypwd Juwuu
Gu:

Unyu  wwjdwuwgph Ynndbpp'  Gppnpn wtdwug  ujundwdp  wwpuwynpnigyniuubpp’ ubpunjw
wwpdwuwgpp  Yuwwwpdwu  opowtwynid  “Ywwwpnnph  Yupwd  wy  gnpdwppubipp LW npwughg  plunn
wwnpunwynpnieniuubipp, nnippu U wywjdwuwgph Ywpgwdnpdwu nwownphg W s6u Yupnn wanb] wywydwuwagph
Ywwnwpdwt wpryntupt punniutiint ypw: Wn gnpdwpputiph b npwughg plunn wwpwwynpnigjniiutiph Yuwnwpdwu
htiin uwwywsd hwpwpbipnygniuubpp uwpgquynpynud Gu wyn gnpdwpputiph htinn juwywsd hwpwpbpnueniuttipp
Ywpgwynpnn unpdbpny, W npwug hwdwp Wwwnwuluwuwwnnt £ Ywwnwnpnnp:

7.6 Unyu wwpdwuwagph Juwwwygniejuwdp dwqwd ytbbpp ndynd Gu pwuwlgnipniuutph dhongny:
Lwdwdwjunipintu &bnp spbiptiint nbiwpnwd ytdtpp (nwdynid tu << nwnwpwuubpnd:

7.7 Unyu wwydwuwaghpp Ywaqudws £ ____ Eohg, Yupynud E Gpynt ophiwyhg, npnup niubit hwdwuwpwagnp
hpwywpwuwywu nwd: Unyt wwydwuwgph N 1, N2 b N3 hwybwsubpp hwunhuwund Gu wwydwuwagph
wupwdwubih dwup, jnipwpwginip Ynndhtu ipynud £ wwydwuwagph dbYy ophtwy:

7.8 Unyu wuwjdwuwgphg Swqwé Unndh Jbwpwihu wwpuwynpngintup sh Yupnn nunwpb)  wy
wwjdwuwgnphg Sdwqwd' hwlpunnbd wwpnwynpnypjwu  hwoqwugny, wnwug Ynndbph gpwynp L Yuppny
hwunwndwd hwdwédwjunigjwu: Unyu wwjdwiwagphg dwqwd wwhwugh hpwyniupp sh Ywpnn thnfjuwugyb) wy
wudh, wnwug ywpunwwwu Ynndh gpwynp hwdwdwjuniejwu:

7.9 Unyu wwyjdwuwagph uywwndwdp Yhpwnynd b Cwjwunwuh <wupwwbinnggjut hpwyntupp:
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Uthpwdtpinnieywit nupnid wuydwbwagpnid Yuwpnn Gb ubpwnyly << opbhiunpnyaywibp shwlwunn npnypbbn:
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UPULUIPULN 1

atinpptipynn Swnwjnipjwu uywpwaghp

ESET NOD32 Smart Security Business Edition hwdwlwpgswjhu hwywdhpnwwihtu dpwagpph wpunuwagnpp
Epywpwgnd 1 nwph dwdytinny, 300 hwdwlwpgsh hwdwp: Upnnuwghpp twfuwwnbudnd £ unyu pqwlywup
wuwphih 17-ht wynhywgubint hwdwn:

Lwlywyhpniu U hwlwipunbu

ESET NOD32 Smart | Pwuwwpeneh wwowmwwunte|nLu, k. thnuwnh
wwowmwwunyentu, Antispam wwownwwunyzjniu,

Web access wwownwwunipe)niu, Anti-Stealth nntifuuninghw
Edition Opwagnwiht thnthfudwt hwyinuwpbipnid

Security Business

Lbphuniddwu hwjinuwpbpnid

CodeRed , SqlSLammer, Sasser, Conficker npn-dpwgnpbiph
hwjwnuwptipnud

RPC/DCOM hwpgwydwu hwjinuwpbpnid

ARP and DNS Poisining hwpgwldwu hwjnuwptipnid

TCP and UDP Ports Scanning hwpgwydwt hwjwnuwpbpnid

SMB Relay hwpgwldwu hwjinuwpbpnid

Upgbjwihwyb) hwjnuwpbyws Juuwugqwynp hwugbuubipp

Puwietipwhu quunwd

Uwnigb| TCP dhwgdwu Ywpgwyhbwy
TCP protocol dwupwpbnuywsdniejwl hwjinuwpbipnid 300 hwdwlwpgsh
Unwnpwiht Gi Gpwhu TCP W UDP thwpbrubtiph uwnignud | hwdwp

(checksum Jwybtipwgntd)

ICMP protocol hwnnprwgnpnipjwu unnigntd
Convert data in ICMP protocol detection

huwthwunwdubiph hwjnuwpbpnud
Pninp wpgbjwhwyyws dhwgnwdubiph ngtin(logs)
Npn-6pwignbiph hwpgwdwt ingbin(logs)

YGuwnpnuwgywéd ubipndbp

Cwlwyhpnwwyht dpwgph htingywé ubipptinunwd hwdwlwpgsht
Cwlwdhpnwwipt dpwgph  Yuwwpywd  wpfuwwnwuph
dnuhpnphug U hbnwgywé Yuwnwywnpnid

LUkunnpuwgywsd ubipdtiphg Ywwnwpynn pwpdwgnwutiph

Threat logs, Firewall logs, Event logs, Scan logs, Configuring tasks
Cwlwyhpnwwyhtu dpwgph htinwgywsd Yunwywnpnud
Syslnspector Script Task

Ownwjniejwl dwwinnigdwt dwdytinp

Uyhgpp wywpwn

Upunnuwgph npwdwnpdw .
Ytpotwdwulytnp’ 2015 p.-h wuyphth 17-p:

Upwinuwgph gnpdnnnuygjw dwdybwnp' | 2016 p.-h wwphih 17-n:

Unyu wwjdwuwagph nidh dbig
dwntbiint hwonpn wotuwwnwupwihtu opp
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Atinpptipynn Swnwynijwu tywpwaghp

«Comodo» pulybipnigjwu SSL wuywnwugnigjwt ubpnhdhlwnubph Gplwpwaégnd 1 wmwpph dwdybunny:
Upwnuwghpp bwfuwwnbuynud £ unyu pqwulwup dwjhup 14-hu wynhywgubiint hwdwn:
1. 256 phwn SSL Ynnwynpnid
2. Ubuwhdwuwthwly Gupwnndbjubiph wwounwwunyejniu by SSL ubpinh$plwnh dhongny:
3. Uhusl 100 wnwppbip nndGjuutiph b Gupwnndbjubiph wwounwwunieiniu dky SSL ubpunh$hlwnp
dhongny:
Ywph ywonwwuywsd pwdhu dninp wubijhu Ywtuws wnnh wnywnieyniu:
Swulywgwsd wwhhu |pugnighs nndbjuutip wybjwgubiint huwpwynpnie)niu:

Utuwhdwuwthwly yEpwennunyntd
Lhnyht Jwybpwgywsdnieiniu EV SSL nintignygtiph htiwn
. domain.com L www.domain.com wnwppbipwyubiph wwwwwunie)niu
10. Jwybpwgnudp nndbjup Yunwdwpdwu dwlwpnwyny
1. ubipinh$hlywunh wudhowwbu pnnunynud
12. secure seal

4
5.
6. <wdwwnbnbitinyeniu pninp nwpwdywsd ppwnigbpubinh htin
7
8
9

13. certificate manager:
e Jbph ypw hhdudws Yunwywpnid
e wdpnnowlwt hwoytinynigjwi Yuwnwywnpnid
e LUpwudph oqwnynnutiph untindnid b Yunwywpnid
e wudhgwlwu hwunwwnw, pnnupynd, sbnuw) hwwnwpwpnd b gnpdnnnigjwt  dwdybnp
Bpywpwagnid

N Uujwuntd Lwtwly

1. UC certificate «gov.am» nndbjuh pyny 40 Gupwnndbjubph hwdwp (ophuwy’
mul.gov.am, mul.moh.gov.am, mul.agri.gov.am W wiyu)

1

2. EV Multidomain SSL certificate pyny 3 nndbjubph hwdwp*
(www.e-gov.am, www.e-payments.am, www.e-register.am)

3. Essential SSL certificate www.azdarar.am U eid.azdarar.am nbdbjubph hwdwp 2

Ownwjniejwl dwwinnigdwt dwdlytinp

Ulhgpp wywinnp

Upwnnuwgph wnpwdwnpdwu

Unyu wywjdwuwgph nwdh dbg Jbpouwdwdytunp' 2015 p.-h dwyhuh 14-p:

dwnubiint hwonpn wotuwwnwupwhu opp Upwnuwgph gnpdnnniejw

dwijbinp’ 2016 fe.-h dwjhuh 14-n:

*

«EV Multidomain SSL certificate» -h hbyn Quwywé pninp pnpwpwbnysiniitinn « Comodo» pulipnisywti hbp
yupwnymd £ dwpwlpuwipwn pulyGpnuyeywts Ynndhg:

MuUsSdJdbhrusnkr uusurna
< Ywnwywpnigjwt wtuwwnwlywgd
p. Gplwt, Ywnwjwpwlwu e.1 26Up
L DU gnpdwnuwlw Jwpsnieintu
</<£.900011022085 &S
<4< 02505554 I res
k|- hwughbu' gnumner@gov.am

/ . P wnjwu / / /
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« » mmmmmmmmeee 2015p. Yupywd
N <LYU-C<OP-11/6-15/16
qudwlt wuwydwtiwgnp

Cwdwlwpgswyh Swnwynipyniuubp

Jéwpdwu dwdwuwywgnyg*

hwqup << npwd

Lwfuwwnbuynud £ $huwuuwynpbi 2015p." pun
Gnwdujwyubpp' pun npnwd

Swnwjnipjwu wuyjwuntdp
Cunwdtup
2-nn Bnwdujwy 3-nn inwdujwly 4-nn Gnwdujwy Swnh

Lwdwlwpgswyhu
hwywyhpnwwyhtu W
wuynwugniejwl dpwgnpbiph 100% 100% 100% 100%
wpunnuwgpbph htin Yuwdwd
Sdwnwjnyajniuubip

* dbwndwt Ghpwlw gnidwnpbinp uipluywgyws Gt wénnuwlywb fupgny

MUSJdbhrusnkr uusurnn
<L Ywnwywpnipjwi woluwwnmwywaqd
p. Gplw, Ywnwjwpwlwt e.1 26Up
4L DU gnpdwnuwlwu Jwngnieintu
</£ 900011022085 /L
{44£ 02505554 Q4L
k|- hwugbu' gnumner@gov.am

/ . Phgupjwu /
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(=== » mmmmmmmee e 2015p. Ylupyws
N <L4YU-CLOAP-11/6-15/16
quiwt wwydwbiwapp

uusurnna MuUSdJdbhrusnk
« » UMC < Ywnwywpnigjw wtuwwnwlywgd
£, p. Gplwt, Ywnwjwpwlwt e.1 26Up
Qe pwuly» -PL L DU gnpdwnuwlwu Jwpsnigintu
JL - £/<£.900011022085
QYLL <4<< 02505554

urauuvusrnik@3nhu N
<uLavuvuu-LcuvnhLuuL

<< >> << >> 2015p.

Muwydwuwgph wujwunuip'

Muwydwuwagph Yupdwu wduwphyp' <--->> <—-—-->> 2015p.

Muwydwuwagph hwdwpp' <<4U-CLOAR-11/6-15/16

Mwwnyhpwwnnt' b nbdu << Junwdwpnigjwt wotuwwnwlwaqdh gnpdbph Ywnwywphs % Phgupywup L
Ywwwpnnp' h nbdu , hhdp punnwbind, np wwjdwuwagnpny
Uwfuwwnbuwé' unnpl Uupqwé  wofuwwnwupubpp, dwwnwYwpwpnwubpp W dwnwynyggniuubpp  (wjunthbunl!
woluwwnwuputin) hwdwwwwwufuwund Gu ywyjdwuwgpny wdpwgpywé nbuuhywlwu punypwgpbphu W qudwu
dwlwuwlwgnyght' Yuwqubight unyu wpdwuwgpnyeiniup hbunlbywih Jwuhu.

Muwjdwuwagph  2ppwtwlyubpnd  Ywwwpnnp _2015p-hg  _ __ 2015p.  puywsd
dwdwuwlwhwwnjwdnd hpwlwuwgnb) £ hbnbyjw| woluwwnwupubipp
Sudwu Uphuwunwitp d6wpdwt Jdbwpdwu
Sudwu wnwpYuwyh dwdybwnp
ubpp Ywwnwpdwu | Gupwlw gnuidwpp
wnwpYwyh wujwunip pwuwywlywu dwiybunp (hwquin npwd) (pun dwdw-
gniguitih2p Uwlugnygh)
Cunwdkup

dbipnhhgjw) wouwwnwupubiph Yuwwpdwu Jbpwpbpjw) pninp hwohy-wwpwupwgnpbpp hwunhuwunid Gu
unyu wpdwuwgpnyejwu pwnywgnighs dwup b Ygynwd Gu

Upfuwwnwupp hwudubig Upfuwwnwupp punniubg
uinnpwagnnientu unnpwagnnteintu
Ugqquwuntu, Uuntu Uqquwuntu, Uuntu
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